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DETAILED ACTION 

Claim Rejections - 35 USC § 102 

1 . The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 
form the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(e) the invention was described in (1) an application for patent, published under section 122(b), by 
another filed in the United States before the invention by the applicant for patent or (2) a patent 
granted on an application for patent by another filed in the United States before the invention by the 
applicant for patent, except that an international application filed under the treaty defined in section 
351 (a) shall have the effects for purposes of this subsection of an application filed in the United States 
only if the international application designated the United States and was published under Article 21(2) 
of such treaty in the English language. 

2. Claims 1-2 and 4-5 are rejected under 35 U.S.C. 102(e) as being anticipated by 
Aboba et al. (US 2004/0243846 A1). 

In claim 1 , Aboba et al. discloses a wireless network (see figure 2, block 200) 
adapted with a plurality of access points (see figure 2, blocks 202, 204, and 206) 
and a station (see figure 2, block 220), comprising: an interconnect (see figure 2, 
block 210 paragraph 38); and a wireless network switch (see figure 2, block 208 
and paragraph 38) coupled to the interconnect for communications with the 
plurality of access points (see figure 2, blocks 202, 204, and 206 paragraph 38), 
the wireless network switch (see paragraph 30) to receive a 
DEAUTHENTICATION message (see deauthentication frame, paragraph 31) 
sent by one of the plurality of access points (see paragraph 57) in a coverage 
area (see figure 2, locations A, B, and C) of the station and to block 
communications (see paragraph 58-60) between the plurality of access points 
(see figure 2, blocks 202 and 204) and the station (see figure 2, location B) in 
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response to determining that the DEAUTHENTICATION message is invalid (see 
bogus management frames, paragraph 58 and 48). 

In claim 2, Aboba et al: discloses a wireless network (see figure 2, block 200) 
adapted with a plurality of access points (see figure 2, blocks 202, 204, and 206) 
and a station (see figure 2, block 220), wherein the DEAUTHENTICATION 
message is invalid upon determination that the DEAUTHENTICATION message 
originated from a source (see authorized user, paragraph 58) other than the 
wireless network switch. 

In claim 4, Aboba et al. discloses a wireless network (see figure 2, block 200) 
adapted with a plurality of access points (see figure 2, blocks 202, 204, and 206) 
and a station (see figure 2, block 220), wherein the wireless network switch 
blocks communications (see paragraph 58-60) between the plurality of access 
points and the station by signaling an access point currently associated with the 
station to disassociate and denying subsequent request messages from the 
station on behalf of the plurality of access points (see booted off the network, 
paragraph 18 and paragraph 45 and 49). 

In claim 5, Aboba et al. discloses a wireless network (see figure 2, block 200) 
adapted with a plurality of access points (see figure 2, blocks 202, 204, and 206) 
and a station (see figure 2, block 220), wherein the request messages comprise 
any one of a PROBE REQUEST message, an ASSOCIATION REQUEST 
message and a REASSOCIATION REQUEST message (see paragraph 60). 
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Claim Rejections - 35 USC § 103 

3. This application currently names joint inventors. In considering patentability of 
the claims under 35 U.S.C. 103(a), the examiner presumes that the subject matter of 
the various claims was commonly owned at the time any inventions covered therein 
were made absent any evidence to the contrary. Applicant is advised of the obligation 
under 37 CFR 1 .56 to point out the inventor and invention dates of each claim that was 
not commonly owned at the time a later invention was made in order for the examiner to 
consider the applicability of 35 U.S.C. 103(c) and potential 35 U.S.C. 102(e), (f) or (g) 
prior art under 35 U.S.C. 103(a). 

4. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
Obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

5. The factual inquiries set forth in Graham v. John Deere Co., 383 U.S. 1 , 1 48 
USPQ 459 (1966), that are applied for establishing a background for determining 
obviousness under 35 U.S.C. 103(a) are summarized as follows: 

1 . Determining the scope and contents of the prior art. 

2. Ascertaining the differences between the prior art and the claims at issue. 

3. Resolving the level of ordinary skill in the pertinent art. 

4. Considering objective evidence present in the application indicating 
obviousness or nonobviousness. 
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6. Claims 3, 6-1 3, and 15-19 are rejected under 35 U.S.C. 1 03(a) as being 
unpatentable over Aboba et al. (US 2004/0243846 A1) in view of Eran et al. (US 
2004/0063455 A1). 

In claim 3, Aboba et al. discloses a wireless network (see figure 2, block 200) 
adapted with a plurality of access points (see figure 2, blocks 202, 204, and 206) 
and a station (see figure 2, block 220), wherein the wireless network switch 
determines that the DEAUTHENTICATION message is invalid (see bogus 
management frames, paragraph 58). 

Aboba et al. does not expressly disclose recovering a destination address of the 
DEAUTHENTICATION message and comparing the destination address with a 
list of destination addresses associated with valid DEAUTHENTICATION 
messages transmitted by the wireless network switch. 

Eran et al. discloses recovering (see manager 30 (Switch) and ARP table (list of 
Destination MAC addresses), paragraph 59) a destination address (see 
paragraph 54, MAC address of access point) of the DEAUTHENTICATION 
message (see paragraph 18, management frame) and comparing (see manager 
30 (Switch) and ARP table (list of Destination MAC addresses), the destination 
address (see paragraph 54, MAC address of access point) with a list of 
destination addresses (see manager 30 (Switch) and ARP table (list of 
Destination MAC addresses), associated (see manager 30 (Switch) and ARP 
table (list of Destination MAC addresses), with valid DEAUTHENTICATION 
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messages transmitted by the wireless network switch (see manager 30 (Switch) 
and ARP table (list of Destination MAC addresses). 

Aboba et al. and Eran et al. are analogous art because they are from the same 
field of endeavor of transmitting and receiving management frames between 
access points, switches and stations in wireless networks. 
At the time of the invention, it would have been obvious to a person of ordinary 
skill in the art to use Eran et al.'s ARP table that maintains a list of Destination 
MAC addresses in Aboba et al.'s WLAN switch. 

The motivation to combine would have been to prevent spoofing impersonation 
and premature termination of communications between access points and 
stations from unauthorized stations. Hence, preventing network devices from 
being booted off of the network by false deauthentication requests. 
In claim 6, Aboba et al. discloses a wireless network (see figure 2, block 200) 
adapted with a plurality of access points (see figure 2, blocks 202, 204, and 206) 
and a station (see figure 2, block 220), but does not expressly disclose denying 
subsequent request messages from the station for a prescribed period of time. 
Eran et al. discloses denying subsequent request messages from the station for 
a prescribed period of time (see paragraph 50). 

Aboba et al. and Eran et al. are analogous art because they are from the same 
field of endeavor of transmitting and receiving management frames between 
access points, switches and stations in wireless networks. 
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At the time of the invention, it would have been obvious to a person of ordinary 
skill in the art to use Eran et al.'s predetermined time period technique in Aboba 
et al.'s WLAN switch. 

The motivation to combine would have been to prevent spoofing impersonation 
and premature termination of communications between access points and 
stations from unauthorized stations. Hence, preventing network devices from 
being booted off of the network by false deauthentication requests. 
7. Claims 7-12 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Eran et al. (US 2004/0063455 A1) in view of Smith et al. (US 2005/0059353). 

In claim 7, Eran et al. a method for selectively associating with a station (see 
figure 1) transmitting a first PROBE REQUEST message (see paragraph 47) 
followed by a second PROBE REQUEST message (see paragraph 50) under 
control of a wireless network switch (see figure 1 , block 30), comprising: 
receiving a received signal strength indicator (RSSI) value corresponding to 
signal strength of the first PROBE REQUEST (see paragraph 47) message 
detected by each access point (see paragraph 47 and 20). 
Eran et al. does not expressly disclose receiving a message identifying that the 
second PROBE REQUEST message has been detected; and responding only to 
the second PROBE REQUEST message on behalf of an access point selected to 
associate with the station using at least the RSSI value. 

Smith et al. discloses a method, wherein receiving a message identifying that the 
second PROBE REQUEST message has been detected (see figure 4, blocks 
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410 and 420); and responding only to the second PROBE REQUEST message 
(see figure 4, block 425) on behalf of an access point selected to associate with 
the station (see paragraph 10) using at least the RSSI value (paragraph 6, signal 
quality information). 

Eran et al. and Smith et al. are analogous art because they are from the same 
field of endeavor of transmitting and receiving management frames between 
access points and stations in wireless networks. 

At the time of the invention, it would have been obvious to a person of ordinary 
skill in the art to use Smith et al.'s Adaptive Probe Request Generator 
incorporated into an access point (see paragraph 21 and figure 1) in Eran et al.'s 
WLAN switch (see figure 1 , block 30). 

The motivation to combine would have been to have a WLAN switch that stores a 
time value correlating to the first probe request, parses the probe request, and 
store the source MAC address of the station transmitting the probe request and 
responding only to the second probe request of the same station from 
unauthorized stations. Hence, preventing network devices from being booted off 
of the network by false probe requests. 

In claim 8, Eran et al. discloses a method, but does not expressly disclose the 
message is the second probe request message. 

Smith et al. discloses a method, wherein the message is the second probe 
request message (see figure 4, block 420). 
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Eran et al. and Smith et al. are analogous art because they are from the same 
field of endeavor of transmitting and receiving management frames between 
access points and stations in wireless networks. 

At the time of the invention, it would have been obvious to a person of ordinary 
skill in the art to use Smith et al.'s Adaptive Probe Request Generator 
incorporated into an access point (see paragraph 21 and figure 1) to receive the 
second probe request message in Eran et al.'s WLAN switch (see figure 1 , block 
30). 

The motivation to combine would have been to have a WLAN switch that stores a 
time value correlating to the first probe request, parses the probe request, and 
store the source MAC address of the station transmitting the probe request and 
responding only to the second probe request of the same station from 
unauthorized stations. Hence, preventing network devices from being booted off 
of the network by false probe requests. 

In claim 9, Eran et al. teaches of a method, wherein prior to receiving the RSSI 
value, the method further comprises: generating the RSSI value of the first 
PROBE REQUEST message (see paragraph 47 and figures 2Aand 2B); loading 
the RSSI value into a field of the first PROBE REQUEST message to produce" a 
modified PROBE REQUEST message (see paragraph 47); and disassociate and 
denying subsequent request messages (see figure 2A, step 44 (no further 
requests till step 44 is completed)) from the station on behalf of the plurality of 
access points (see figure 2A, blocks 42 (AP1 and AP2)). 
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In claim 10, Eran et al. teaches of a method, wherein prior to receiving the 
message, the method further comprises receiving load parameters from each 
access point detecting the first PROBE REQUEST message placing the load into 
a field of the modified PROBE REQUEST message (see paragraph 48, load 
balancing and paragraphs 58 and 59). 

In claim 1 1 , Eran et al. teaches of a method, wherein prior to receiving the RSSI 
value, the method further comprises: generating the RSSI value of the first 
PROBE REQUEST message by each access point; inserting the RSSI value into 
a first field of the first PROBE REQUEST message to produce a modified 
PROBE REQUEST message (see paragraph 47 and figures 2Aand 2B); 
computing a load by each access point detecting the first PROBE REQUEST 
message; inserting a load parameter (see paragraph 48, load balancing and 
paragraphs 58 and 59) into a second field of the modified PROBE REQUEST 
message; and transferring the modified PROBE REQUEST message to the 
wireless network switch. 

In claim 12, Eran et al. teaches of a method, wherein the access point being 
selected is based on the load parameter (see paragraph 48, load balancing and 
paragraphs 58 and 59) and the RSSI value (see paragraph 48). 

8. Claims 13-17 are rejected under 35 U.S.C. 103 as being unpatentable over Eran 

et al. (US 2004/0063455 A1 ) in view of Chellali et al. (58781 1 9). 

In claim 13, Eran et al. teaches of a method comprising: computing a RSSI value 
for a management message by a plurality of access points detecting the 
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management message, the management message originating from a station 
(see paragraphs 48-59). 

Eran et al. does not expressly disclose setting a plurality of received signal 
strength indicator (RSSI) thresholds including a first RSSI threshold and a 
second RSSI threshold having a value lower than the first RSSI threshold; and 
placing an address of the station into a list identifying stations located in a 
potential coverage hole if none of the plurality of access points computes a RSSI 
value of the management message above the second RSSI threshold. 
Chellali et al. discloses a method comprising, setting a plurality of received signal 
strength indicator (RSSI) thresholds including a first RSSI threshold and a 
second RSSI threshold having a value lower than the first RSSI threshold (see 
column 3, lines 40-64 and figure 3); and placing an address of the station into a 
list identifying stations located in a potential coverage hole if none of the plurality 
of access points computes a RSSI value of the management message above the 
second RSSI threshold (see column 4, table 1 , data and idle). 
Eran et al. and Chellali et al. are analogous art because they are from the same 
field of endeavor of transmitting and receiving management frames and 
measuring and recording their signal strengths. 

At the time of the invention, it would have been obvious to a person of ordinary 
skill in the art to use Chellali et al.'s technique for of having thresholds to 
calculate signal strengths (see column 3, lines 40-64) and keeping a record in a 
table when the signal is above or equal to set threshold and below threshold (see 
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column 4, table 1, data and idle) in Eran et al. switch (figure 1, manager 30) and 
table (see paragraph 59). 

The motivation to combine would have been to have an overall savings in . 
bandwidth resulting from setting threshold levels for the signals received from 
mobile stations via access points, whereby signals above the threshold are 
allowed to pass through while signal levels below threshold are not, resulting in 
more efficient network bandwidth utilization. 

In claim 15, Eran et al. teaches of a method, computing a RSSI value for a 
management message by a plurality of access points detecting the management 
message, the management message originating from a station (see paragraphs 
48-59), but does not expressly disclose the first RSSI threshold is greater than or 
equal to 20 dbmO and the second RSSI threshold is less than 20 dbmO. 
Chellali et al. discloses a method wherein the first RSSI threshold is greater than 
or equal to 20 dbmO and the second RSSI threshold is less than 20 dbmO (see 
figure 3, signal level can be within any range as specified by wireless 
communication standards). 

Eran et al. and Chellali et al. are analogous art because they are from the same 
field of endeavor of transmitting and receiving management frames and 
measuring and recording their signal strengths. 

At the time of the invention, it would have been obvious to a person of ordinary 
skill in the art to use Chellali et al.'s technique for of having thresholds to 
calculate signal strengths (see column 3, lines 40-64) and keeping a record in a 
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table when the signal is above or equal to set threshold and below threshold (see 
column 4, table 1, data and idle) in Eran et al. switch (figure 1, manager 30) and 
table (see paragraph 59). 

The motivation to combine would have been to have an overall savings in 
bandwidth resulting from setting threshold levels for the signals received from 
mobile stations via access points, whereby signals above the threshold are 
allowed to pass through while signal levels below threshold are not, resulting in 
more efficient network bandwidth utilization. 

In claims 16 and 17, Eran et al. teaches of a method, computing a RSSI value for 
a management message by a plurality of access points detecting the 
management message, the management message originating from a station 
(see paragraphs 48-59), where the station fails to complete association with any 
of the plurality of access points (see paragraph 48), and where the station 
continues to provide management messages with RSSI values below the second 
RSSI threshold (see paragraph 48), but does not expressly disclose initiating an 
event to mitigate a coverage hole. 

Chellali et al. discloses a method of initiating an event to mitigate a coverage 
hole (see column 4, table 1 , idle). 

Eran et al. and Chellali et al. are analogous art because they are from the same 
field of endeavor of transmitting and receiving management frames and 
measuring and recording their signal strengths. 
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At the time of the invention, it would have been obvious to a person of ordinary 
skill in the art to use Chellali et al.'s technique for of having thresholds to 
calculate signal strengths (see column 3, lines 40-64) and keeping a record in a 
table when the signal is above or equal to set threshold and below threshold (see 
. column 4, table 1 , data and idle) in Eran et al. switch (figure 1 , manager 30) and 
table (see paragraph 59). 

For claims 16-17, the motivation to combine would have been to have an overall 
savings in bandwidth resulting from setting threshold levels for the signals 
received from mobile stations via access points, whereby signals above the 
threshold are allowed to pass through while signal levels below threshold are not, 
resulting in more efficient network bandwidth utilization. 

8. Claims 18 and 19 are rejected under 35 U.S.C 103 as being unpatentable over 
Eran et al. (US 2004/0063455 A1) in view of Son et al. (US 2004/0185852 A1). 

In claim 18, Eran et al. discloses a method comprising: receiving a probe request 
message (see figure 2A) by a plurality of access points (see figure 1 , block 22), 
the probe request message being sent from a station (see figure 1 , block 24); 
forwarding the probe request message from each of the plurality of access points 
(see paragraphs 47 and 48), creating a list including media access control (MAC) 
address of the plurality of access points, and providing the list to the station 
originally initiating the probe request message at completion of an association 
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phase between the station and one of the plurality of access points (see 
paragraphs 56 and 59 (table)). 

Eran et al. does not expressly disclose each probe request message on different 

channels, including a channel number and media access control (MAC) address 

of an access point forwarding the probe request message. 

Son et al. discloses each probe request message on different channels (see 

abstract, plurality of sub-carrier frequency bands), including a channel number 

and media access control (MAC) address of an access point forwarding the 

probe request message (see tables 1 and 2, and paragraph 12). 

Eran et al. and Son et al. are analogous art because they are from the same field 

of endeavor of transmitting and receiving management frames between access 

points and stations in wireless networks. 

At the time of the invention, it would have been obvious to a person of ordinary 
skill in the art to use Son et al.'s probe request message having the channel 
number (see tables 1 and 2, and paragraph 12) in Eran et al. probe request 
message for wireless communications for handovers or finding the best access 
points in a coverage area. 

The motivation to combine would have been to have a method for broadband 
wireless communications where signals (probe management messages) for each 
access points can be measured and decision can be made according to the 
highest signal strength of the access point for a coverage area; and also for 
handovers. 
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In claim 19, Eran et al. discloses a method wherein the forwarding of the probe 
request message is to a wireless network switch coupled to each of the plurality 
of access points over an interconnect (see paragraphs 47 and 48 and figure 1). 



Allowable Subject Matter 

9. Claim 14 is objected to as being dependent upon a rejected base claim, but 
would be allowable if rewritten in independent form including all of the limitations of the 
base claim and any intervening claims. 



Conclusion 

9. The prior art made of record and not relied upon is considered pertinent to 
applicant's disclosure. 
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